NHOOPMAIIMOHHASA TAMATKA
JJISA OBYYAIOIIUXCA 1J1A PASMEIIEHUSA
HA O®PUIINAJIBHBIX HHTEPHET-PECYPCAX

C KaXAbIM TOI0OM MOJOAEKH B MHTEPHETE CTAHOBUTHCS OOJIBbINIE, a MIKOJIBHUKHU OJHU U3
caMbIX AaKTHBHBIX IIOJb30Baresnell PyHera. Mexay TeM, IOMHUMO OIpPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT W MpoOJieMbl. DTa maMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX MIPOrpaMM, OTIMYUTEIbHON
OCOOEHHOCTBIO KOTOpPOH SBJISIETCS CIIOCOOHOCTh K Pa3sMHOXEHHIO. B J0IOJIIHEHHE K 3TOMY,
BUPYCbl MOTYT IOBPEAMTb MJIM IIOJIHOCTBIO YHUYTOXUTb Bce (ailibl M JaHHBIE,
MOJJKOHTPOJIBHBIE TTOJIH30BATEI0, OT HIMEHU KOTOPOTO ObLIa 3aIlyleHa 3apa)keHHas! IporpaMma,
a TaKXke MOBPEeIUTb WIM Jla)K€ YHUYTOXKUTH ONEPALMOHHYIO CHUCTEMY CO BceMU (ailmamu B
1es10M. B OonbIIMHCTBE CllydaeB paclpoCTPaHsIIOTCs BUPYChl YEpE3 UHTEPHET.

MeTtobl 3alIUTHL OT BPCOAOHOCHBIX ITPpOTIpaMM:

1. Wcnonb3yii COBpEMEHHBIC OIEPAIMOHHBIC CHCTEMbI, UMEIOIIHNE CEPbE3HBbIN ypPOBEHBb
3aIUTHI OT BPEIOHOCHBIX IIPOTrPaMM;

2. TlocrossHHO ycTaHaBiIMBai madTd (UQPOBHIE 3aIUIATKH, KOTOPHIE ABTOMATHYECKH
YCTAHABJIMBAIOTCS C 1IN0 JOpabOTKM MpOrpaMMbl) M JIPYrHEe OOHOBJICHUS CBOCH
orepanuoHHo# cucrembl. CkaunBail X TOJIBKO ¢ ounuaipHoro caira pazpadorunka OC. Ecmu
CYIIECTBYET PEXKUM aBTOMATHYECKOTO OOHOBJICHUS, BKJIFOUH €T0;

3. Paboraif Ha cBOeM KOMITIBIOTEpE II0J MpaBaMy ITOJb30BATEls, a HE aJMHHUCTPATOPA.
DTO HE TMO3BOJMUT OOJBUIMHCTBY BpPEAOHOCHBIX NPOTPaMM HMHCTAUTMPOBAaThCI HA TBOEM
HePCOHATILHOM KOMITBIOTEPE;

4. Wcnonp3yil aHTUBUPYCHBIE MPOTpaMMHBIE MPOAYKTHI M3BECTHBIX MPOU3BOJIUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyp pu3HUECKH JOCTYH K KOMITBIOTEPY JUIsl TOCTOPOHHUX JIMIL;

6. Vcnonb3yii BHEIIHWE HOCUTENU MH(OpMallMK, Takue Kak (uemnika, AMCK win ¢ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (DAIIIBI, TOJIyUEHHBIE U3 HEHA/IEKHBIX HCTOYHUKOB. J{axe
Te (aiiIbl, KOTOpBIEe MPUCIIAT TBOM 3HAKOMBIN. JIydile yToYHM y HEro, OTIpaBIIsy I OH Te0e uX.

Ceru WI-FI

Wi-Fi - 370 He B mepenaun JaHHBIX, HE TEXHOJOTHs, a BCETO JIMIIb OpeH 1, Mapka. Emie B
1991 romy Hupaepmanackas kommaHus 3apeructpupoBana Openn "WECA", uro o6o3Havano
coBocouetanue "Wireless Fidelity", koropsliii mepeBoauTcs Kak "0ecrpoBOAHAS TOYHOCTB'.

Jlo Hamero BpeMeHHM [omuuia apyras aOOpeBmarypa, KOTOpas SBISETCS TaKOW ke
TexHojoruei. Oto abopesuatypa "Wi-Fi". Takoe Ha3BaHHe OBUIO JaHO C HAMEKOM Ha CTaHIApT
BbICIIIEH 3ByKOBO# TexHukHu Hi-Fi, uro B mepeBoie 03HavaeT "BbICOKasi TOUHOCTB".



Jla, OecrlaTHBI HMHTEPHET-IOCTYN B Kade, OTeNnsX M a’dpomnoprax SBISETCS OTIMYHON
BO3MOYKHOCTBIO BBIXOJ]a B MHTEpHET. HO MHOTHE SKCIepThl CUUTAIOT, 4To obmenocrymnHbie Wi-
Fi cetn He sBIsIIOTCS O€30NACHBIMMU.

Cogertsl 110 6e30macHoCTH paboThl B 00meaocTymHbix cetsax Wi-fi:

1. He mnepemaBaii cBoro JmuHy0 uHpoOpMaimioo dvepe3 odmienoctymubie Wi-Fi ceru.
Pabotast B HUX, XKeJIaTeJIbHO HE BBOAUTH MAPOJIU JOCTYIIA, JIOTHHBI H KaKUe-TO HOMepa,

2. Vcnonp3yih 1 OOHOBISI aHTUBUPYCHBIE MporpamMmbl U Opanamayep. Tem caMbIM Thl
obe3onacuiib ceds 0T 3aKaYKU BUPYyca Ha TBOE YCTPOHCTBO;

3. Ilpu wucnons3zoBanuu Wi-Fi otkmoun ¢yskiuro "OOmmid moctynm K Qaiinam u
npuntepam". JlanHas (yHKIUS 3aKpbiTa MO YMOJYAaHHUIO, OJHAKO HEKOTOPBIE IOJIH30BATEIH
AKTUBUPYIOT €€ JUIsl y100CTBa HCIOJIb30BaHus B paboTe min y4eoe;

4. He ucnonb3yit nyonuunsii WI-FI nns mepenaun NWYHBIX JAaHHBIX, HampuMmep AJs
BBIXO/Ia B COIIMAIILHBIC CETH WM B AJICKTPOHHYIO TTOUTY;

5. HMcnonp3yii Tonpko 3amuiieHHoe coenuHenue depes HTTPS, a we HTTP, t.e. mpu
Habope BeO-aapeca BBoau umenHo "https://*;

6. B MmobouisHOM Tenedone otkmoun Gyukmuto "Tloakmodenue k Wi-Fi aBromatiuecku".
He nomyckait aBToMaTndeckoro noAkito4YeHus ycrpoiictsa k cersm Wi-Fi 6e3 TBoero cornacwusi.

CoumnajbHble ceTH

ConuasibHble CETH aKTUBHO BXOJAT B Hally JKHU3Hb, MHOTHE JIOAU PaOOTAIOT U KUBYT TaM
HOCTOSIHHO, a B Facebook yike 3apeructpupoBaH MHJUTHAPI YETOBEK, YTO SIBISIETCS OIHOU
CelbMOM BCEX KHUTeNed IIaHeThl. MHOTMe MOJb30BaTeNM HE MOHUMAIOT, YTO HHGopMaius,
pasMelleHHas UMH B COIIMAJIbHBIX CETAX, MOXKET ObITh HalJIeHa M UCIOJIb30BaHa KEM YTOJIHO, B
TOM 4HCJI€ HE 00513aTeNIbHO ¢ OJ1aruMu HaMEPEHHSIMH.

OCHOBHBIEC COBETHI 10 0€30ITACHOCTH B COMHUAJIbHBIX CCTAX:

1. Orpannup cnucok apys3eil. Y Tebds B Apy3bsX HE JOJDKHO OBbITh CIy4YalHBIX U
HE3HAKOMBIX JIIOJCH;

2. 3amuiail cBo 4acTHYO Ku3Hb. He yka3piBail mapoinu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JIPYTYI JUYHYI0O WHGOpMalMio. 3JI0yMBIIUIEHHUKA MOTYT HCIOJIb30BaTh Jaxe
I/IHq)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTCIIN IIJIAHUPYCTEC IMPOBCCTU KAHUKYJIbI;

3. 3amumiail cBOIO pemyTaluio - IepKU €€ B YUCTOTe W 3ajaBail cebe BOIpoc: XOTen Obl
ThI, YTOOBI APYTHUE TOH30BATEIN BUCIH, YTO ThI 3arpykaemb? [logymaii, mpexae yeM 4To-To
OIyOJIMKOBATh, HAMKICATh U 3aTPY3UTh;

4. Eciau ThI TOBOPHIIB C JIOJIBMH, KOTOPBIX HE 3HACIIb, HE UCHOJIb3YH CBOE pEaIbHOE UMS
U JIpYTYIO JIMYHYIO MH(OPMAITUK: UM, MECTO KHUTEIbCTBA, MECTO y4eObl U IIpoUee;

5. U36eraii pazmemenus dotorpaduii B IHTepHETE, Tie ThI H300pakeH HA MECTHOCTH, T10
KOTOPOU MOYKHO OIPENETUTH TBOE MECTOIOIOKEHNUE;

6. [Ipu peructpamuu B COIMAIBLHON CETH HEOOXOAMMO HCIIOJIB30BaTh CIOKHBIC MapOJIH,
cocrosmue u3 OykB ¥ QP U C KOTUIECTBOM 3HAKOB HE MEHee §;



7. s conuanbHOM CETH, MOYTHl U APYTHX CAMTOB HEOOXOJMMO HCIIONB30BaTh pa3HbIC
naposu. Toraa ecnu Te0s B310MArOT, TO 3JOYMBIIIJIEHHUKN TOIYy4aT JOCTYI TOJIBKO K OAHOMY
MECTY, a HE BO BCE Cpasy.

3.]'[eKTp0HH]>Ie JACHBI'H

DJNEeKTPOHHBIE JCHBIH - 3TO OYEeHb YIOOHBIA cHoco0 IuIaTeXed, OAHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTST HOJXYYUTh 3TU JICHBTH.

3JICKTpOHHBIe JCHBI'M IIOABHJIMCH COBCEM HCAABHO WM HMMCHHO H3-3a O3TOrO BO MHOTI'HUX
rocygapCTBax A0 CHUX IIOP HE MPOIKMCAaHO IIPO HUX B 3aKOHAaXx.

B Poccun sxe oHM (YHKIMOHUPYIOT U O HUX YK€ MPOIMHUCAHO B 3aKOHE, I/I€ UX Pa3ACIsIOT
Ha HECKOJIBKO BUJIOB - aHOHMMHBIC U HE aHOHMMHBIE. Pa3HuIla B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercss MpPOBOAUTH ONepanuud 0e3 WACHTH(HUKAIMK IOJb30BaTeNs, a B
HEaHOHMMHBIX MJIeHTH(UKALKS T0Ib30BATENA ABISETCS 0053aTEIbHOM.

Taxxe crnenyer pasinyaTrbh AJIEKTPOHHBbIE (PUATHBIE IEHBIU (PaBHBI T'OCYJApPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHbBIE IEHbIU (HE paBHBI TOCYJAPCTBEHHBIM BAJTIOTAM).

OcHOBHBIE COBETHI 0 0€30MaCHOM paboTe ¢ NMEKTPOHHBIMH JJCHbIaMH:

1. TlpuBsku K cueTy MOOWMIBHBINA TenedoH. DTO camblii YyAOOHBIH M OBICTPBIM CHOCOO
BOCCTAHOBUTBH JIOCTYI K cueTy. [IpuBs3aHHBIA TenedOH ITOMOXKET, eCiHu 3a0yaenib CBOM
TUTATS)KHBIA TTAPOJIb WITK 3aiICIIb HA CAUT C HE3HAKOMOT'O YCTPOWCTBA;

2. Vcnonws3yi ogHopaszoBbie mapoiu. [locie nmepexona Ha yCUIIEHHYIO aBTOPU3AIMIO TeOe
yke He Oy/IeT yrpoKaTh OMAaCHOCTh KPa)KH WITK TiepexBaTa MIaTeKHOTO MapoJis;

3. Boibepu cnoxHbli mapoib. [IpectynHukaM OyeT He MPOCTO yrajaTh CIOKHBIM MapoJib.
HanexHble maponu - 3TO Mapoju, KOTOpbIE COAEp)KaT He MeHee § 3HAKOB M BKIIIOYAIOT B ce0s
CTpOYHBIC W TIPONHCHBIE OYKBBI, MU(PPHI U HECKOJIBKO CHMBOJIOB, TaKME KaK 3HAK J0JUIapa,
(yHTa, BOCKIMIaTeNbHBIN 3HaK U T.1. Hanmpumep, $tRONQ!;;

4. He BBOIM CBOM JTUYHBIC JAHHBIE HA CATaX, KOTOPHIM HE JIOBEPSCIIb.
DJIeKTPOHHAA MOYTA

DNEeKTpOHHAs MOYTa - 9TO TEXHOJIOTHS W MPEJOCTABISIEMBIE €0 YCIYTU MO TEPECHUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOIIEHHUI, KOTOpBhIE paCHpeAeNsioTcs B KOMIBIOTEPHOH CeTH.
(055615 00) 3JIEKTPOHHBIN IIOYTOBBIN SITITUK BBITJIS AT CIEAYIOIIUM o0OpazoM:
UMs_TIONb30BaTeNA(@uUMs_OMeHa. Takke KpoMme Tepeadyd TMpPOCTOr0 TEKCTa, HWMeEeEeTCs
BO3MOJKHOCTH TIepe/1aBaTh (haubl.

OcHOBHBIE COBETHI 110 06€30MacHO paboTe ¢ IMEKTPOHHON TOUYTOM:

1. Hago BeIOpaTh NpaBMIIbHBIN MOYTOBBIM cepBUC. B MHTEpHETE e€CcTh OrpOMHBINA BHIOOD
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4Ille JOBEPSTh TEM, KOTO 3HAellb U KTO MEPBBIA B
pEUTHHTE;

2. He yka3piBail B NMYHOM mouTe NU4Hy0 HMHpopmauuio. Hampumep, mydmie BbIOparth
"My3bIKabHbIN _(paHaT@" uiu "pox2013" Bmecto "temal3";



3. Vcnonp3yil ABYXATAHYIO aBTOPU3ALMI0. JTO KOTJa MOMUMO IApoJisi HYy’)KHO BBOJUTH
KOJI, IpHUChIIaeMbIid 1o SMS;

4. BoiOepu cioxHBIA Taponb. IS KakIOro IMOYTOBOTO SIIMHUKA JOJKEH OBITh CBOM
HaJIC’)KHbIA, YCTOMYUBBIN K B3JIOMY MApOJIb;

5. Ecim ecTh BO3MOXXHOCTB HamnucaTb CaMOMY CBOM JIMYHBIM BOIIPOC, MCIOJB3YH 3Ty
BO3MO>KHOCTB;

6. HMcnonp3yll HECKOJBKO IIOYTOBBIX SIIMKOB. IlepBbIii A 4acTHOM HeEpenucKu ¢
azpecaTamMM, KOTOPBIM Tbl JOBEps€LIb. JTO 3JIEKTPOHHBIM aIpec HE HAJO HCIIONIb30BaTh IIPU
peructpanuu Ha Gpopymax u caiTax;

7. He otkpbiBail (haiisibl U qpyrue BIOKEHUS B MUCbMaXx, Aa)Ke €CJIM OHU IMPUIIUIA OT TBOUX
npy3eit. Jlydie yrouHu y HUX, OTHPABIISUTH JTU OHU TeOe 3TH (paiiibr;

8. ITocie okoHuaHus pabOTHI HA MOYTOBOM CEPBHCE IEPE] 3aKPHITUEM BKIIAJAKH C CAUTOM
He 3a0y/p HaKaTh Ha "BeriiT".

Ku6epOy/uiuHT WK BUPTYaJibHOE H3/1€BaTeJIbCTBO

KubepOymnuar - npecieoBaHue COOOMICHUSIMH, COJIEPKAIUMHI OCKOPOJICHHUS, arpeccHio,
3allyTHBaHKe; XYJIUTAaHCTBO, COLUAIbHOEC OOMKOTHPOBAHHE C TOMOIIBIO PAa3IHYHBIX HHTCPHET-
CEPBHCOB.

OcHoBHbIE COBETHI 110 O0pbOE ¢ KHOEPOYITUHIOM:

1. He Opocaiics B 60ii. JIyummmii crmoco0: TOCOBETOBATHCS KaK ce0sl BECTH M, €CJIH HET TOTO,
K KOMY MOXHO OOpaTHUThCS, TO BHayalle YCHOKOUTHhCS. ECIM Thl Ha4yHENIb OTBEYaTh
OCKOPOJICHUSIMH Ha OCKOPOJICHHSI, TO TOJIBKO eIlie OOJIbIIE Pa30kKellb KOHMIHUKT;

2. Yrpagisii cBoelt kubeppenyraiuei;

3. AHOHUMHOCTh B ceTh MHHMMas. CyIIeCTBYIOT CHOCOOBI BBIICHHTb, KTO CTOMT 3a
AQHOHHMMHBIM AKKayHTOM;

4. He crouT BecTu XyJUTraHCKUIl 00pa3 BUPTyaslbHOM XKu3HU. VIHTepHET uKcupyer Bce
TBOM JICMCTBUS M COXpAHSAET UX. Y AAUTh UX OYyAeT KpaifHe 3aTpyIHUTEIbHO;

5. Cobmrosiaii CBOO BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii enuHuuHbIA HeratuB. OJHOPA30BbIe OCKOPOUTEIbHBIE COOOIICHUS JIyyllle
urHopupoBaTh. OObIUHO arpeccusi IpeKpanaeTcs Ha Ha4aabHOW CTaauH;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOLICHHSMH, B COIMATIBHBIX
CETSIX €CTh BO3MOKHOCTb OJIOKMPOBKHU OTIIPABKU COOOIIEHUN C ONPEIeTICHHbIX aIPECOB;

8. Ecmum TbI cBuzgerens kubepOyumHra. TBow [eHCTBHS: BBICTYIUTH INPOTUB
npecieoBaTens, Moka3aTb €My, YTO €ro JACMCTBHS OLEHUBAIOTCS HETraTUBHO, MOJJEP’KaTh
KEpPTBY, KOTOPOH HYXXHa TIICHXOJOrMYecKass TIOMOIIb, COOOIIUTh B3pPOCIBIM O (QaKTe
arpecCUBHOTO MOBEJCHUS B CETH.

MoOnJbHbII Te1eoH



CoBpemenHbIe cMapT(OHBI U TUIAHIIETHI COAEPXKAT B ceOe BIIOJIHE B3POCIBIN (PYHKIIMOHAT,
U Telepb OHU MOTYT KOHKYpHUpPOBaTh CO CTALlMOHAPHBIMH KoMmIbloTepamu. OHaKo, CpeicTB
3alUTHI U1l TOJOOHBIX YCTPOMCTB MOKa OYeHb Mayo. TecTHpOoBaHHE U MOHCK yS3BHUMOCTEU B
HUX IPOMCXOJUT HEe Tak MHTeHCUBHO, kak ans [IK, To ke camoe kacaercss U MOOMJIBHBIX
IIPUIIOKEHUN.

CoBpeMeHHBIE MOOMJIBHBIE Opay3epbl yXKe MPaKTHYECKH JIOTHAIM HACTOJILHBIC aHaJIOTH,
OJTHAKO paciuupeHre (yHKIMOHAJIA BJIEYET 3a COOOH OOJIBLIYIO CIOXKHOCTh W MEHBIIYIO
3alIMIICHHOCTb.

Jlaneko He BCE MPOU3BOAUTENIM BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOLINE KPUTHUECKHUE
YSI3BUMOCTH JUIsl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIBHOTO TesieoHa:

Hudyero He sBasercs mo-HacTosAIEeMy OecIuIaTHBIM. By,HL OCTOPOIKCH, BCAb KOraa Tebe
npeajararoT OecIuIaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITBI KaKUC-TO IJIATHBIC YCIIYTH,

Hymaii, mpexae ueM oTnpaButb SMS, ¢oto unu Buneo. Tel TOUHO 3HACIIb, T/I€ OHU OYAYT
B KOHEYHOM HTOTE?

Heo6x011M0 00HOBIIATH ONEPALIMOHHYIO CUCTEMY TBOETO CMapT(OHA;
Vcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI 17151 MOOMIIBHBIX TeNIe()OHOB;

He 3arpy>1<a171 MMPUIIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHKA, BCAb OHHU MOI'YT COACPIKATH
BPCAOHOCHOC IPOIrpaMMHOC O6CCHC‘ICHI/IC;

[Tocie Toro Kak ThI BBIAACIIL C CaiiTa, TJ€ BBOIWI JIMYHYIO HH(POPMAIIHIO, 3ai1d B
HACTpOKK Opay3epa u yaanu COOKIes;

HepI/IOI[I/I‘leCKI/I HpOBepHﬁ, KaKHNC IJIATHBIC YCIIYI'H aKTUBUPOBAHBI HA TBOEM HOMCPCE,

JlaBail cBoil HOMep MOOUIBHOrO TenedoHa TOJIBKO JIOASIM, KOTOPBIX Thl 3HACllb U KOMY
JIOBEpsICLIb;

Bluetooth momken OBITH BBIKIIIOYEH, KOTJIa Thl KM HE MMOJb3yelibcs. He 3a0biBaii nHOTAA
IIPOBEPATH ITO.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UTPBl - 3TO KpPACOUHbIE, 3aXBaThIBAIOLME Pa3BJICUYCHMUS,
00BEIMHSIONINE COTHHU THICSY YEJIOBEK MO BceMy MHpY. UTrpoKu McCaeayroT JaHHBIA UM MWD,
00IIArOTCS APYT C IPYTOM, BBIMOJHSIOT 3aJaHMs, CPAKAIOTCS C MOHCTPAMH M TMOJYYarOT OIIBIT.
3a yJAOBOJBCTBHE OHH IUIATAT: MOKYMAKOT JUCK, OIJIAYMBAIOT a0OHEMEHT WM TPHOOPETaroT
KaKHe-TO OIIINH.

Bce atu cpenctBa uayT Ha TOAAEpXKAHHME M DPAa3BUTHE UIPHL, a TaKKe Ha caMy
0€30I1aCHOCTh: COBEPLICHCTBYIOTCS CHCTEMBl aBTOPU3AIlMH, BBIMTYCKAIOTCS HOBBIE MAaT4U
(undpoBbIe 3aMmIaTKU AJIS IPOrpaMM ), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI(O6HBIX HUrpax CTOUT oOIlacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaxKu
TBOCTO IMapoJjisd, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3alINN OOJILIIMHCTBA urp.



OCHOBHBIC COBETHI 10 0€30IIACHOCTH TBOETO HUI'pOBOr'o aKKayHTa:

1. Ecnu apyroit urpok BeneT ceds MIIOXO WM CO3/1aeT Tede HeMpUATHOCTHU, 3a0J0KUPY
€ro B CIIUCKE UTPOKOB;

2. HOX(&HYﬁCﬂ AAMHUHHUCTpATOpaM HMIPbI Ha IIJIOXOC IMOBEACHHUE 3TOr0 UIpoKa, KEJIaTCIbHO
IMPUIIOKUTH KAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He yka3wiBaii inunyro nHpopmaiuio B mpodaiisie urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UIPE;

5. He ycranaBnuBaii HeoduMaIbHbBIE TTATYH U MOJIBI;

6. Micnionb3yi CII0’KHBIE U pa3HbIe N1apoJIy;

7. Jaxe BO BpeMs WUrpbl HE CTOUT OTKJIOYaTh aHTUBHpYyc. [loka Thl urpaemib, TBOH
KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WIN Kpaka JUIHbIX JaHHbIX

OObIYHOM Kpaked JeHer M JOKYMEHTOB CEroJHsl YK€ HHUKOIO HE YJUBHUIIb, HO C
pa3BUTHEM HWHTEPHET-TEXHOJIOTHH 3JIOYMBIIIICHHUKH [EPEMECTHINCh B HHTEPHET, U
IPOJOJDKAIOT 3aHUMAThCs "MIOOUMBIM" JEJIOM.

Tak mosiBUIIaCh HOBas yrpo3a: WHTEPHET-MOIICHHMYECTBA WJIM (DUINWHL, TJIABHAS IEIb
KOTOPOT'O COCTOMT B IOJYYEHHH KOH(DUIECHIMAIBHBIX JAHHBIX IOJH30BATEIECH - JIOTHHOB U
napoiieii. Ha anramiickom si3pike phishing uuraercs xak ¢ummuar (ot fishing - peibnas mosis,
password - mapoJs).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. Cneau 3a cBouM akkayHTOM. Ecnu ThI mo/103peBaetiib, 4TO TBOSI aHKETa ObLjIa B3JIOMaHa,
TO HEOOXOAMMO 3a0JOKHPOBATh €€ M COOOIIUTh aIMUHHUCTPATOpPaM pecypca 00 3TOM Kak MOXKHO
CKOpee;

2. Wcnonw3yit Ge3omacHble BeO-CaliThl, B TOM YHCIIE, HHTEPHET-MAara3uHOB U MOUCKOBBIX
CHCTEM;

3. Ucnonw3yii cinoxHble U pa3Hble nmaponau. Takum oOpa3zom, eciau TeOs B3JIOMAalOT, TO
3JI0YMBIIIJIEHHUKH TOJIy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebst B3MOMald, TO HEOOXOAUMO MPEAYIPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIC
T00aBJICHBI Y T€OSI B APY3bAX, O TOM, YTO T€Os B3JIOMAJIHA M, BO3MOXKHO, OT TBOETO UMEHH OyJeT
pacchuIaThCs CllaM M CCHUIKU Ha (PUITMHTOBBIE CAlTHI;

5. YcranoBu HaaexHsbli napoib (PIN) Ha MOOUIBHBIN TenedoH;
6. OTKIIIOYM cOXpaHeHue maposis B Opaysepe;

7. He oTkpbIBaii (aitibl U Ipyrye BIOKEHUS B MIChMaXx, TaKe €CJIU OHU MPHUIILIA OT TBOUX
npy3eit. Jlydie yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (haibl.

Hudposas penyranus



[udposas pemyraius - 3TO HETaTUBHAS WJIM MO3UTHBHAs WHGPOpMAIMs B ceTH O Tede.
Komnpomerupyromas uHbopmanus, pa3MeUIeHHas B MHTEPHETE, MOXKET Cephe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOW xu3HU. "lludpoBas penmyranus" - 3To TBOH MUMHIK, KOTOPBINA
dopmupyercst u3 unpopmaru o Tede B MHTEpPHETE.

TBoe mecTo KHUTCJILCTBA, y‘le6I)I, TBOC (bl/IHaHCOBOC IIOJIOKCHHUC, 0COOEHHOCTH XapakTepa u
paccka3bl O OJIM3KHUX - BCE 3TO HAKAIIMBACTCS B CETH.

MHorue moJIpoCTKH JETKOMBICIEHHO OTHOCATCS K MyOJWKAaIMu JHYHONW WH(OpManuu B
NurtepHeTe, HE MOHMMAas BO3MOXHBIX NOCHEACTBUAM. Thl 1ake HE CMOXKEIIb I0ragaTbCsa O TOM,
yTto pororpadus, pazmerieHHas 5 JeT Ha3a/l, CTala MPUINHON O0TKa3a MPUHATH TOS Ha padoTy.

Kommenrtapuu, pasmenienue TBoux ¢ororpaduii 1 Apyriue ASUCTBUS MOTYT HE UCUE3HYTh
Jla’ke T0CJIe TOro, KaK Thl UX yAaIuIlb. Thl HE 3Haellb, KTO COXpaHWI 3Ty HH(OpMaIHIO, IoTana
JU OHA B IOMCKOBBIE CHUCTEMbl M COXpaHWJIACh JIM OHA, a IVIABHOE: YTO IMOAYMArT O Tebe
OKpY’KarollMe JIOAHU, KOTOpble HalIyT U yBUAAT 3T0. Hailtu nHpopmanuio MHOro JIeT CIycTs
CMOJXET JIFOOOH - Kak W3 JOOpBIX MOOYKICHHH, TaK M ¢ HAMEPCHHEM NPUYHHUTH BpeA. DTO
MOYET OBITh KTO YI'OJHO.

OCHOBHBIE COBETHI 110 3aIUTE MU(POBON PEITYTAIINH:

1. Tlomymaii, mpexae 4eM 4TO-TO MyOJMKOBaTh M IepenaBaTh y cebst B Onore wiM B
COIIMAILHOM CETH,

2. B Hactpoiikax mpoguisi yCTaHOBU OTpaHMYECHHUS Ha MPOCMOTP TBOETO MPOMUIL U €ro
COJIEP’KUMOT0, ClIeJIall €ro TOJIbKO "uist Ipy3en';

3. He pasmemiaili u He yka3biBail WH(OpMAINIO, KOTOpAs MOXET KOro-TuOO OCKOpOISATH
WA OOMKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIe MKOJBHUKHU - aKTUBHBIE MMOJB30BaTeNn IU(pPoBOro mpoctpancTea. OIHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTUMHU BO3MOXKHOCTSIMHU ITU(GPOBOro Mupa TpeOyer
cOOJTI0IeHHSI TIPAB HA UHTEIJUICKTYAIbHYI0 COOCTBEHHOCTb.

Tepmun "MHTeNIEKTyalbHas COOCTBEHHOCTh" OTHOCHUTCS K Pa3IMYHBIM TBOPEHUAM
YeJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETeHHI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyTd, W 3aKaH4MBass KHUramu, ¢ororpadpusMu, KuHOQUIBMAMU U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHME TIpaBa - 3TO MpaBa Ha WHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOM3BEICHUS
HAayKH, JUTEPATYPBI U UCKYCCTBA. ABTOPCKHUE MTPaBa BBICTYNAIOT B KAYE€CTBE TAPAHTUH TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJIeT HampacHbIM, JacT €My CIpaBeIMBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyAad, NOJYyYUTh U3BECTHOCTh U MpPU3HAHUE.
Huxkro 6e3 paspemieHust aBTopa HE MOKET BOCIIPOM3BOIUTH €r0 IPOU3BEIEHUE, PACTIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, NpOAaBaTh, HWMIIOPTUPOBATH, IYCKaTb B MPOKAaT, MyOJIUYHO
UCTIOJIHATD, IOKA3bIBATh/UCHIOIHATH B AHpe UK pazmeniaTs B IHTepHeTe.

Hcnonp3oBanue "muparckoro" MmporpaMMHOIO OOECHeUeHUs MOXKET MPUBECTH K MHOTUM
pHCKaM: OT TOTEpPH JaHHBIX K TBOMM aKKayHTaMm JI0 OJIOKHUPOBKHM TBOETO YCTPOWMCTBA, Tie
yCTaHOBJIEHA HellerajibHas nporpamma. He cTouT Takxke 3a0bpIBaTh, YTO CYIIECTBYIOT JIETajIbHbIE
U OecrIaTHBIE IPOrPaMMBbl, KOTOPBIE MOXKHO HAWTH B CETH.



O nopraJjie

CereBu4oK.pp - TBOW TIJIABHBIM COBETYMK B CETH. 3JeCh Thl MOJXKEIIb Yy3HATh O
0€30MacHOCTH B CETU MOHSATHBIM U JOCTYIHBIM SI3bIKOM, a IIPU BO3SHUKHOBEHMH KPUTUYECKOU
CUTyaluu oOpaTHTbCS 32 COBETOM. A TakKe MPHUHSITH Y4acTUE B KOHKYpPCax U CTaTb CaMbIM
U(POBBIM TPaKTaHUHOM !



